dot.Net patching without decompiling
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Tools of the trade-

1. PEiD
2. Reflector
3. IDA

4. XVI32 or any Hex editor

Introduction:

In patching .Net, you could disassemble/decompile the executable with
ildasm and when done patching you would assemble/compile it again with
ilasm. In this tutorial I will show you how to patch the executable with hex
editor ©

The fun part:
It is a good practice to scan your target’s directory to have a picture of what
you are dealing with.

PEID Multiple File Scanner ¥0.02 3]

File Info L
CAProgram Files\Rapid-PIBCGCEPROSS0.AIl Microsaft Visual C++ w7 1 DLL *

C:AProgram Files\Rapid-PilLacUl, di Microsaft Wisual C# | Basic NET

CAProgram Files\Rapid-PilLalicManager .exe  Microsoft Visual C# ) Basic NET

Z:\Program Files\R.apid-PiiLaParser.dll Mothing Found *

CAProgram FiIes'l,Rapid-PiLLaRegLil:-.dII Micrasaft Visual C++ w71 DLL| e

i :\Program Files\Rapid-FiiLaRenderer.dl Microsaft Wisual C# [ Basic NET
CAProgram Files\Rapid-PilLaZemantics, dil Microsaft Wisual C# | Basic NET

Zi\Program Files\Rapid-PiimFc?1.dl Microsoft Misual C++ w71 DLL *

CAProgram Files\Rapid-Pitmsycp? 1. dll Micrasaft Visual C++ w7 1 DLL *

C:AProgram Files\Rapid-Pitmsyor? 1.4l Microsaft Wisual C++ w7.1 DLL (Debug) *

i\Program FiIes'l,Rapid-F‘iiRapid-F‘i.exe Microsoft Wisual C++ 7.0 Nethl:u:lz [Debug] 7
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- [v Showe only PE Files

| Scan Directary I Close v Recursive Scan
Identified 15 of 37 files in 0,02 seconds .

It is a mix. The main executable file and LaRegLib are in Win32 format while
the license manager and LaGUTI are in .Net format.

BTW, the program uses a simple algo for validating the serial and it can be
easily KeyGenned © dig a little deeper in the code and would see it

MOV EAX,DWORD PTR SS:[ESP+28]
MOV EDX,DWORD PTR SS:[ESP+7C]
MOV ECX,DWORD PTR SS:[ESP+20]
XOR EDX,EAX

XOR ECX,EAX

CMP EDX,F9AC3701

MOV EDX,DWORD PTR SS:[ESP+4]
XOR EDX,ECX

XOR EDX,F9AC3701




Run Reflector and open LaGUI.dIl in it. Set the language to C#

¥ Lutz Roeder's .NET Reflector

QO 2R |L? P A v

File  Yiew Tools Help

N = = = = T

< mscorlib

« System

« System,.Data

« System, Drawing

< Tystem, Weh

3 Fystem, Windows, Farms
2 Fystem, 5ml

2 {R=IETH)I

% LacUr,di

| Resourte

To see the actual code do this

IEEEEEEE

< mscorlib

« Svstem

« System.Data

« 2 System,Drawing

A System.Web

A3 System,Windows, Farms
A3 Syskem, xml

« 2 Laall

= W% Lacur.di

[+3] References

i -

B TridentSoftware, Lambda, GUI
[ Resources

Set it as shown

Expand this
) Back Ale+Left
L|"_‘| Copy Chrl4+C

M Disassembler h
Analyzer ChiR




This is the code in C#. Reflector did a very nice job, indeed ©

£° Lutz Roeder’s .NET Reflector

File ‘iew Tools Help

Q0O 2@ |k L A\

IEEEEEEB®

« mscorlib

« 2 Swskem

« 2 Syskem.Data

« 2 Swskem, Drawing

<2 Swstem.Web

« 2 Syskem, Windows, Forms
0 Syskem. xml

«J Laall

= W LacULdI

] References

{}-

L8 % TridentSoftware, Lambda, G
| Resources

namespace TridentSoftware.Lambda.GUI

internal class AboutForm_License : AboutFormBase

I Methods

public AboutForm_License(versionInfo version, Licenselnfo license);

protected override void Disposelbool disposing);

private void InitializeComponent();

private void OnLicenseConditionsLink{object sender, LinkLabellink lickedEventargs e);

1! Fields

private const string c_strLicAcademic = " (Academic)”;

private const string c_strLicHomeOfice = "Home [ Small Office License";
private const string c_strLicstudent = "Student License";

private const string c_strLickolume = "Yolume License [{0ty} copies]";
private canst string ¢_strPromotional = "Promotional License";
private Container components;

private Label labell;

private Label labelZ2;

private Label labeld;

private Label labels;

private LinkLabel m_labLicConditions;

private Label m_labLicensee;

private Label m_labLicenselD;

private Label m_labLicenseType;

private Panel panel3;

If you scroll a bit down you should be able to see

[Flags]
internal enum LicenseType ; ushort
1
I Fields
AcademicBit = 3,
HomeOffice = 2,
Promotional = 0x10,
Student =1,
Trial =10,
Yolume = 4

Pretty obvious we don’t want the License Type to be zero.

Let’s dig around in the code to see what else we could find ... see what I
found!




Re)

2@ [h?

& “t% Errorlti
B &% Hendwrapper

[# = IEqCoordinator

[F =2 IEqCt

[# =0 IEqEditorCkrl

[# == IEQEvents

[# ~& IEqlicenseHelper

[# =0 IEqRenderer

[# “t% LafssertException

] vfg LaCaorruptDataException
[# =@ LaErrorCode

[ “f% LaException

[# V"[g LaFonkMissingException

internal static Licenselnfo GetLicenseInfo()

Reqistrykey keyl = nul;
ushart numi1;
ushart num2;
Licenselnfo infiol = new LicenseInfol);
Ery
{
keyl = Reqgistry,LocalMaching Opensubkey(@"SOFTWARE  Trdent Software|\Rapid-Fi");
infol Reghum = L\censeHeIper.RegReadString(keyl, "Reqghum", null);
infol.Mame = LicenseHelper RegReadString(key1, "Mame", null);
infol.Company = LicenseHelper . RegReadstring(key1, Cumpany" )

iatch (Exception)
[# “t% LalnternalException 1
& “f% LadutOfMemaryException
[# “f{ Lawrong¥ersionException
[ “f% LicenseHelper
[+ ¥} Base Types
[# ¥ Derived Types
S ckor()
é’ DoAboutBox(string, String, Ink32) @ Yoid
‘? DDStartupCheck() Boolean

r
Finally
if (keyl 1= null)

keyl.Close();

if {{{infal.Reghur = null) && {infol.Mame 1= null)) &2 LaReqglib.ParseReghlumiinfol .Reghum, out numz, out numl})
i

infol Quantity = num1;
= infol LicenseType = (LicenseType) nums;
return infol;

‘ﬂv GatTnaIInFU() LicenseInfo
-&V RegReadsString{Registrykey, String, String
gv RegwriteObject(Reqistrykey, Skring, Obje

V RurLicenseManager() : Void +
_.,v Snoozeby(TimeSpan) : Yoid

F
return LicenseHelper, Get TrialInfal);

Very interesting, we need to create three-registry items. Otherwise we would
get trial info. So, let’s create those keys.

Registry Editor

File Edit Wiew Favorites Help
-3 saP || Name Type Data
(1 Schiumberger (DeFauIt) REG_SZ {value naot set)
(3 Secure [ab) affrd REG_S7
=@ Sensalie® . . [ab] s fruetwork REG_SZ
& (3 Simutech Mulimedia Inc. a8 Build REG._DWORD Dbe00000623 (1578
-2 Solar Storm Software Company S p—
3% gtTaTEET_EEEd [ab]IrstallPath REG 57 C:\Program Files\Rapid-Fi
(1] Syhase Name REG_SZ ColdFever
-39 TrendMicro [aBreghium | REG_SZ 11 - 222222 - 333333 - 494444 - 555555 - 666666
= Trident Software R verMajor REG_DWORD Do00000001 (1
3] Rapid-Pi 'u'erMinc-r RE@_[WwoRD Q00000014 {200
# D TypingMaster Inc 'u'erName REG_52 1.20
-3 Woice
-] windows 3.1 Migration Stakus
| (27 svsTEM =
1 HI(F‘\" 115FRS 5
> < | &
[l ComputerIHKE‘.’_LOC.C\L_M.C\CHINE\,SOFTWHRE\,Trident Software|Rapid-Fi

Now the keys are done, we just need to point the program in the right
direction. (Hopefully ©)

Fire-up IDA and open LaGUI.dII in it. Search for GetLicenselnfo routine in
the “names”.




[0 Wiem-t, Hex Wiew-A, éﬁ Exports % Importz M MNames \E_I] Functions | "-" Shings

*  Mame Address P
F Deserialize 00002210
F Dispose 00000000
F DistanceToMode Q0002030
F DodboutBox 00003C00
F DoStartupCheck nonoacCco
F DoUndoRedo 00002FA0
F Endirvoke 00003C40
F EqChanged 0001 £
D EcElementClickedHandler 0000:3CaE0
F Focus Qo0o0z320
F FomaltEnortdessage 00003090
F FomatFeghum Q0o0ssF0
F Getkepworddodelnio 00003630
3 Getlicenzelnfa 000041C0
F GetOrderll noooss10
F GetTrialnio noao4zg0
F Handlelnexpected 0o003F30
F HideCaret O0005EA0
F InitBuffer 00005EAQ
F IritislizeComponent ]

Double click on it and it will take you to the code

?? 277 77 77 77 77 77 7+
.method assembly static hidebysig value class TridentSoftware.Lambda.GUI.Lic
// CODE XREF: sub_u@patp
/7 sub_4158+8Tp ..

_locals init {(class [mscorlib]Hicrosoft.Win32 _RegistryKey UB,
value class TridentSoftware.Lambda.GUI.LicenselInfo U1,
unsigned int16 V2,
unsigned int16 V3)

14 ldnull
an stloc.@ DE
12 M ldloca.s 1
FE 15 20 88 88 82 initobj TridentSoftware.Lambda.GUI.LicenselInfo
try {
7E 47 @1 @88 °a 1dsfld class [mscorlib]Hicrosoft._Win32.RegistryKey [mscorlib]Hicrosoft_Win
T2 39 8A 80 78 ldstr
6F 68 @1 @@ °a callvirt class [mscorlib]Hicrosoft._Win32.RegistryKey [mscorlib]Hicrosoft. .y
an stloc.@
12 M ldloca.s 1
a6 ldloc.8
2 7F 8A @8 70 ldstr
14 ldnull
28 C7 B0 80 86 call class System.String TridentSoftware.Lambda.GUI.LicenseHelper::RegRead
7D 5D 688 88 By 5tfld class System.String TridentSoftware.Lambda.GUI.LicenselInfo::RegHum

You might wonder, why would we need IDA since we can get the same code in
the “IL” view in reflector? Well, reflect will not give you the Op-Code or the
offset ® ... if you don’t get what I mean just wait, you will see what I mean.




i

T
if {{{infol.Reqhum 1= null) &2 {infol.Mame |= null)) &&|LaReglib. ParseReghumiinfol .Regkum, out numz, out numl*j
1

infol.Quantity = numl; -———
infol.LicenseType = (LicenseType) numz; -—————
return infol;

h

For our patch we need to remove the last part of the if-statement. Also, we
need to fix infol quantity and LicenseType. As you can see ©

ldloca.s 1

1dfld class System.String TridentSoftware.La
brfalse.s loc_42GE

ldloca.s 1

1dfld class System.String TridentSoftware._La
ldloca.s 3

ldloca.s 2

call bool LaReglib::ParseRegHum{class Systenm
brfalse.s loc_ 425E

ldloca.s 1

ldloc .2

stfld int32? TridentSoftware.Lambda.GUI.Licen
ldloca.s 1

1ldloc.3

stfld value class TridentSoftware.Lambda.GUI
1dloc .1

ret

loc_ 425E: /# CODE

/f GetlLi

“* 28 £S5 @0 08 06 call value class TridentSoftware.Lambda.GUI.
*2n ret

S

SR RRIRY PUULY AN

We need to NOP the Op-Codes in the large box, replace the second box with
one and the third box with two. The Op-Codes are different in .Net
environment. Example in Win32, the Op-Code for NOP instruction is 90
while in .Net it is 00. The Op-Code for number one is 31 while in .Net it is 17.

Let’s get the offset from IDA
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g8 8o B84

Fa 3

a1
5D
a3
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DS
12
a1

g8 88 84
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ile 'CiyProgram Filesspapid-pi
ampiling fil1e "C:“Frogram Filg

<eCUting function 'main'...
ampiling file 'C:isProgram Filg
<ecuting function 'OnLoad'...

Ja is analysing the input filg...
put file right now.

Ju may start to explore the in
Te initial autoanalysis has be

ztrieving information from the
(R2ia) LEARE T

4f XVI32 - LaGUI.dlL
File Edit

O X

Search  Address

loc 425E:

77 77+

.ok
LaGuI.dil1’

1dfld class System.String TridentSoftware.Lambda.
brfalse.s loc_ M42SE

1dloca.s 1

1dfld class System.String TridentSoftware.Lambda.
ldloca.s 3

ldloca.s 2

call bool LaRegLib::ParseRegHum{class System.Stri
brfalse.s loc_425E

ldloca.s 1

1dloc.2

stfld int32 TridentSoftware.Lambda.GUI.LicenseInf
1dloca.s 1

1dloc.3

stfld value class TridentSoftware.Lambda.GUI.Lice
1dloc .1

ret

f/f CODE XREF:
/f GetLicense
call value class TridentSoftware.Lambda.GUI.Licen
ret

is successTully Toaded into the database.

shIDasidchida.ide'. ..

s IDANidchonload.ide' ...

en finished.
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Do the changes

47 XVI32 - LaGUL.dLL M=

File Edit &earch Address Bookmarks Tools  #WIscript Help

DR X & B2EQaE § K2

Egez |ZC ED 1z 01 7B BB 00 00|04 OO0 Q0 00 0000 00|00 00 o
Eg74 |00/ 00 00 00 00 0000 0000 00ZC 12|12 01 17 7D 51%
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Adr. hex: 5336 Char dec: 125 |Ovenwrite

Save the file. I know that you made a backup just in case. Let’s check the file
in reflector

r
T
if ({infol,Regkum = null) &8 (infol.Mame 1= null)) -&————————
1

infol.Cuantity = 1; -~
infol.LicenseType = LicenseType, HomeOffice; -#————
rekurn infol;

'

return LicenseHelper . GaetTriallnfol);

Run the program and check the about




Rapid-1i

Rapid-Pi 1.2
W 11 0 {Build 1

e Phy Ltd 2004-2006

This is a licensed copy of Rapid-Pi.

Licensed To: | ColdFever (FPF)

License Type: (Home ! Small Office License

License ID: ;89 -111110- 999994 - 212222 - AAALRAR -
333332

B View License Conditions

For updates, please visit waww.rapid-pi.com

Nicely done ©

Greetings:

To my friends at www.alalme.com/vb
ARteam, Snd, CORE, tuts4you and all the cracking teams

Special Thanks:

, your series is a crack must © (my point of view of course)
, your piece on “API Hooking” fascinated me ©
, your site is my home ... 'm camping in ©
, I would be looking for your tutorials ©
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